HNudopmanuoHHas HaMSITKA VIS 00y4AI01IMXCSI

C KaXJbpIM roJJOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, & IIKOJBbHUKU OJHU U3 CaMbIX
aKTMBHBIX mojb3oBarened Pynera. Mexay TeMmM, IIOMHMO OIPOMHOIO  KOJUYECTBA
BO3MOXHOCTEH, MHTEPHET HEeCceT U MpoOsieMbl. DTa MaMATKa JOJDKHA MOMOYb TeOe 6e30macHo
HaXOJWUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbioTepHblii BUpYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIHYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SIBIISICTCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B pomoiHeHume K 3TOMY,
BUPYChl MOTYT TIOBPEIAUTb WM TOJTHOCTBIO YHHUUYTOXKUTH Bce (alibl M JIaHHBIE,
MOJKOHTPOJIbHBIE TOJIH30BATEIN0, OT MMEHU KOTOPOTo OblIa 3aIylieHa 3apaxEHHas IporpaMma,
a TaKkKe MOBPEAUTh WIH AK€ YHUYTOXXUTH OIEPAIOHHYIO CHUCTEMY cO BceMH (aiinmamu B
1esnoM. B OoNbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCs BUPYCHI Yepe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEIOHOCHBIX MPOTrPaMM.

1. Hcnonb3yil cOBpeMEHHBIE OIEPALMOHHbIE CHUCTEMbI, HUMEIOIINE CEpPhE3HBIH YpPOBEHb
3allUThl OT BPEJOHOCHBIX POTrpamm;

2. TlocrosiHHO ycraHaBiuBail mnauytu (UMGPOBBIE 3alIaTKH, KOTOpPbIE aBTOMATUYECKH
YCTAQHABJIMBAIOTCS C MENbI0 JOPaOTKM TPOrpaMMbl) M Jpyrue OOHOBIICHHUS CBOEH
onepanroHHOM cucteMbl. CkauuBail UX TOJBKO ¢ O(PUUMANBHOrO caiiTa pa3paboTynKa
OC. Ecnu cymiecTByeT peskiuM aBTOMATUYECKOTO OOHOBIICHUS, BKIIFOYH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE IO/ IPaBaMHU I10JIb30BaTelIs, @ HE aAMUHUCTpATOpa. JTO
HE I[I03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAUIMPOBATHCSI HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTMBUPYCHBIE NPOTrpaMMHbIE MPOIYKTbl M3BECTHBIX IPOU3BOJUTENIEH, C

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb QU3NYECKHUI T0CTYN K KOMIBIOTEPY /JIs1 HOCTOPOHHUX JIMII;

6. Mcnonp3yil BHelIHHE HOCUTENU MH(pOpMAIMM, Takue Kak Quielika, AUCK Win Qain u3
MHTEPHETA, TOJIBKO U3 NMPO(PEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (ailsibl, MOJydYeHHbIE U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe
Te (ailsibl, KOTOpBIE MpHUCIIal TBOM 3HaAKOMbIN. JIydllle yTOUHU y HEro, OTHPaBIIsll JIU OH
TeOe UxX.

o

Cern WI-FI
Wi-Fi - 3T0 He Buj nepeayn AaHHbIX, HE TEXHOJOT U, a BCero JIUIb OpeHn, mapka. Emre B 1991
roay HUAEpIaHACKas KommnaHus 3apeructpupoBana Openn «WECA», uto o06o03Havano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoauTCS Kak «0ecpoBOAHAS TOUHOCTHY.
Jlo Hamero BpeMeHH Jomnuia Japyras abOpeBuarypa, KOTopasl SBISETCS TAaKOW YK€ TEXHOJOTHEH.
Oto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO AaHO ¢ HAMEKOM Ha CTaHIAPT BBICIIUI
3ByKkoBoll TexHuku Hi-Fi, uTo B mepeBojie 03Ha4aeT «BbICOKAS TOYHOCTHY.
Ja, OecrniaTHBII HMHTEpHET-IOCTYN B Kade, OTeNsIX M adponopTax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXOJIa B HHTepHET. HO MHOTHE 3KCIIepThl CUMTAIOT, uTO 00menocTynHbie WiFi
CETH HE SBIISIOTCSA O€30MacCHBIMHU.

CoBetsl 10 6e30nacHOCTH padoTe B 00menocTynmHbIX ceTax Wi-fi

1. He nepenasaii cBoro nmuuHyto nHpopmaiuio uyepes oduienoctynusie Wi-Fi cetu. Paboras
B HUX, KEJIATEJIbHO HE BBOJUTH NAPOJIA JOCTYIIA, JJIOTMHBI U KAKHE-TO HOMEPA;

2. HWcnonp3yih m OOHOBISH aHTHBHPYCHBIE NMPOTpaMMBI M OpaHaMayep. Tem cambIM ThI
oOe3omacuiilb ceds 0T 3aKaYKU BHUpYyca Ha TBOE YCTPOWUCTBO;



3. Ilpm wucnonb3oBanuun Wi-Fi otkmoun dyaknuo «O0mmit goctyn k  ¢aimam u
npuaTepam». JlaHHas GYHKOUS 3aKpbliTa IO YMOIYAaHHWIO, OJHAKO HEKOTOpHIE
M0JIb30BATEIH AKTUBUPYIOT €€ ISl yA00CTBa UCIIOIb30BaHUs B paboTe win yueoe;

4. He wucnone3yit nmyOmuunsii WI-FI s mepenaum JAMYHBIX JAHHBIX, HApUMeEp AJs
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;

5. Hmnons3yii Tosbko 3amuiieaHoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. nmpu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOmisHOM Tenedone otkimoun GyHkimoo «lloakmodenue k Wi-Fi aBromaTiueckmy.
He nomyckaii aBTOMaTH4ecKoro MOJKIIOYECHHs ycTpolcTBa K ceTsam Wi-Fi 6e3 TBoero
coryiacus.

CoumnajbHbIe CeTH

ConuanbHble CETM aKTMBHO BXOJST B Hallly XXU3Hb, MHOTHME JIIOAM pabOTalOT U KUBYT Tam
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SIBISETCA OJHOU
CeIbMOI BCEX JKUTENEH IIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTO/IHO, B
TOM YHCJIe HE 00s13aTeNIbHO ¢ OJ1aruMu HaMepEeHHUSIMH.

OcHOBHbBIE COBETHI 10 0€30I1aCHOCTH B COIHAJIBHBIX CETHAX:

1. Orpanuyb coucok apy3eil. Y T1e0s B Jpy3bsiX HE JOMKHO OBITH CIy4YailHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amminail CBOIO YaCTHYIO JKU3Hb. He ykasbiBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXACHUS U JIPYTYIO JIMYHYI0 MH(POPMALUIO. 3JI0yMBIIUICHHUKA MOTYT HCIIOJIB30BATh
nake nH(OPMALIHUIO O TOM, KaK Thl U TBOHM POJIUTEINHN TUIAHUPYETE MPOBECTH KAaHUKYIIBI,

3. 3amminai CBOIO peIyTaIHio - ISPKH €€ B YICTOTE M 3a/1aBail ce0e BOMPOC: XOTEI OBl ThI,
4TOOBI PYTrHe MOJIb30BATENN BUAEH, UTO Thl 3arpyxaeiib? [logymail, mpexae yem uro-
TO OITYOJIMKOBATh, HAMIACATh U 3aTPY3HTh;

4. Ecnu Tl TOBOPHIIIB C JIIOJIbMHU, KOTOPBIX HE 3HAEIllb, HE HCIOJIb3YH CBOE peallbHOE UM U
JPYTYIO TUYHYIO0 WHOPMAIIMN: UM, MECTO JKUTEITLCTBA, MECTO Y4eOBl U IpoYee;

5. WM30eraii pasmemmenus ¢otorpaduii B HTEepHETE, I/1e Th H300pakeH Ha MECTHOCTH, I10
KOTOPOI MO>KHO OTPEIETUTh TBOE€ MECTOIIOIOKEHHE;

6. Ilpu peructpainuu B COLMAIbHONH CETH HEOOXOAMMO MCIIOJB30BaTh CIOXHBIE MApOJIIH,
cocTosire u3 OykB ¥ U U ¢ KOJTUYECTBOM 3HAKOB HE MEHEE §;

7. Jns couManabHOM CeTH, MOYTHl M APYTHUX CAWTOB HEOOXOIMMO MCIIOJIb30BaTh pPa3HbIE
naposu. Torma ecnu TeOst B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJTYYaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

JIeKTPOHHBIE IeHbI' |

DJIEeKTPOHHbIE JeHbI'H — JTO OYE€Hb YAOOHBIM CHocoO miaTexed, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

SJ'IGKTpOHHI)Ie JCHbBI'M TIOABUJIMCh COBCEM HCAABHO MW HWMCEHHO H3-3a 3TOT'O0O BO MHOI'HX
rocyaapCTBax A0 CUX IMOP HE NPOINHCAHO ITPO HUX B 3aKOHAX.

B Poccum xe oHun q)YHKL[I/IOHI/IpyIOT U O HUX YK€ INPOMNHUCAHO B 3aKOHC, TAC UX Pa3ACIIAOT Ha
HECKOJIBKO BHJIOB - aHOHWUMHBIC 1 HEC AaHOHHUMHBIC. Pazauma B TOM, YTO aHOHHMHBIC - 3TO TC, B
KOTOPBIX paspeiracTcsa IMpPOBOAUTL OICpalun oe3 I/I,Z[CHTI/I(I)I/IKaL[I/II/I IOJIB30BATClIsA, a B
HCaHOHUMHBIX I/IJICHTI/I(I)I/IKaL[I/II/I MIOJIb30BATEIIS ABIIIETCS 0053aTEIBHOMA.

Taxoxe CJICAYCT pa3indaThb DJICKTPOHHBIC (I)I/IaTHLIe JACHbBI'M (paBHBI ToCydapCTBCHHBIM BaJ'IIOTaM)
U DJICKTPOHHBIC HC(I)I/IE[THBIC JACHbBI'M (He PpaBHBI TOCYAapCTBCHHBIM BaJ'IIOTaM).



OcHOBHBIE COBETHI N0 0€30NMACHOI padoTe ¢ JIEeKTPOHHBIMHU IEHbITAMH

1. TlpuBsku K cueTy MOOWJIBHBIN TenepoH. DTO caMblii YAOOHBIM M OBICTPBIA CIIOCOO
BOCCTaHOBUTH JIOCTYI K cyery. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciau 3a0yIeb CBOM
IJIATEKHBIN [1apOJIb WU 3alIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcnonp3yii ogHOopa3oBeie mapoiu. [locne mepexoma Ha YCHICHHYIO aBTOPHU3AIUIO TeOe
yke He Oy/IeT yrpoKaTh OMaCHOCTh KPa)Xu WJIU TiepexBaTa MIaTeKHOT0 MapoJis;

3. Bribepu ciioxuslii mapois. [IpectynHukam OyaeT He IpOCTO yrajath CIOXKHBIN Mapoib.
Hanexxuble maponu — 3T0 mapoiu, KOTOpble coAepKaT He MeHee § 3HAKOB U BKJIIOYAIOT
B ce0s1 CTPOUYHBIE M MIPOMHUCHBIE OYKBBI, IU(PHI 1 HECKOIBKO CHMBOJIOB, TAKME KAaK 3HAK
noJiapa, pyHTa, BOCKIMIATebHBIN 3HaK | T.11. Harmpumep, StROng!;;

4. He BBOIUM CBOM JIMYHBIC JJAHHBIE HA CAliTaX, KOTOPBIM HE JTIOBEPSCIIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHASI MOYTA — 3TO TEXHOJIOTUS U IPEJOCTaBJIIEMbIE €10 YCIYT'H 10 HEPechUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIICHHH, KOTOPBIC PACHPEACISIIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ BJIEKTPOHHBIM  MOYTOBBIM  SAUMK  BBIJIIAUT — cleaylolmM  oOpas3oMm:
UMS_TIONIb30BATEISI(@UMsL_JOMeHa. Tarkke KpoMme Iepeladyd MpOCTOTO TEKCTa, HMEETCs
BO3MOYKHOCTb IIepeiaBaTh (panibl.

OcHoOBHBIE COBETHI 110 6e30NMacHOii padoTe ¢ IJTeKTPOHHOI MOYTOIi:

1. Hano BbIOpaTh mpaBUiIbHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CThb OrpOMHBIM BBIOOP
OecCIUTaTHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JOBEPSATh TE€M, KOTO 3HAellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBall B J1MYHOM moyre JM4yHYyl uHOpopmauuto. Hampumep, syumie BbIOpath
«My3BIKaIbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Hcnonw3yil IBYX3TalHyI0 aBTOPU3ALMIO. DTO KOTJa MOMHMMO Mapojs HY)KHO BBOJIUTH
KO/, IPUChITIaeMbIi 1o SMS;

4. BoiOepu ciOXHBIH mapoib. I KaXXA0ro MOYTOBOTO SIIMKAa JOJDKEH OBITh CBOM
HAJICKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectp BO3MOXXHOCTH HamucaTb CaMOMy CBOW JIMYHBIM BOINPOC, UCHONB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKONBKO TOYTOBBIX SIIIUKOB. IlepBblif A1 4YacTHOM MEpenucKku c
ajZipecaTamMH, KOTOPBIM ThI JIOBEpsielllb. JTO 3JIEKTPOHHBIA apec HE Ha/l0 HCMOIb30BaTh
IpU perucTpanuu Ha opymax U cairax;

7. He otkpsbiBail daiinsl 1 gpyrue BIOKEHHS B MUCbMax J1ake €CJIM OHU IMPHILIN OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3T (ailibl;

8. Tlocne oxoHuaHusi pabOTHI HAa IMOYTOBOM CEpPBUCE TEPEN 3aKPBITUEM BKIAJKUA C CANTOM
He 3a0y/b HaKaTh Ha «BBIATHY.

Ku0epOy/utMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOyutuHr — mpeciejoBaHuEe COOOIICHUSIMHU, COJEP)KAIUMUA OCKOPOJICHUS, arpeccuio,
3aIyTUBaHNe; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTUPOBAHHME C TIOMOIMIBIO PA3TMYHBIX MUHTEPHET-
CEPBHCOB.

OcHoBHBIE cOBeThI 10 0opble ¢ KNOepOyIJIMHIOM:

1. He Opocaiicsa B 60if. JIyumuii cmoco6: mocoBeTOBaThCS Kak ce0si BECTH M, €CIIM HET TOTO,
K KOMY MOXXHO OOpaTWThCS, TO BHAYale YCIMOKOWUTHCS. ECITM ThI HauHEeNb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbINe pa30XiKellb KOH(IUKT;

2. Yupasisiii cBoel KnOeppemyTaiueii;



3. AHoHUMHOCTh B ceTd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISCHUTH, KTO CTOUT 3a
AQHOHMMHBIM AKKayHTOM;

4. He cTouT BeCTH XyJUTaHCKUN o0Opa3 BUPTYyaJIbHON XHU3HU. VIHTEpHET (QUKCUPYET Bce

TBOU JICUCTBUS U COXPAHSACT UX. Y IAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIbHO;

Colmroaii cBO BUPTYaIbHYIO YECTh CMOJIONY;

WUrnopupyit enuHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTENBHBIE COOOIEHUS JIydlle

urHopupoBaTh. OObIUHO arpeccus IpeKpanaeTcs Ha Ha4aabHOU CTaauH;

7. ban arpeccopa. B mporpamMmax oOMeHa MTrHOBEHHBIMU COOOIICHHSMH, B COIMAJIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEAIETICHHBIX aJ[PECOB;

8. Ecnmm T1B1 cBumerens kubOepOymumnra. TBoum  JAEHCTBHUS:  BBICTYHHUTH  IPOTHB
IpecieoBaress, I0Ka3aTb €My, YTO €ro JEHCTBHUsS OLICHUBAKOTCS HETraTUBHO,
HOJ/IEP)KaTh JKEPTBY, KOTOPOH Hy)KHA MCUXOJIOTUYECKAs MOMOILb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBE/ICHUS B CETH.

o o

MoonabHbIi Tenedon

CoBpemenHble cMapTHOHBI U IIJIAHIIETHI COIEPKaT B ce0e BMOJHE B3POCHbINH (PYHKIMOHAN, U
TErepb OHM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH KoMmIbioTepamu. OHAKO, CPENCTB
3alIUTHI IS TTOJIOOHBIX YCTPOMCTB MMOKa OY€Hb Maslo. TecTHpoBaHHME M MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJIUT HE Tak MHTeHCUBHO, Kak ans [IK, To ke camoe kacaercs W MOOWIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe IPAaKTUYECKH JTOTHAIM HACTOJIBHbBIC aHAJIOTH, OJHAKO
pacmmpenue pyHKIIMOHAIA BJIYET 32 COO0M OOJIBITYIO CI0KHOCTD U MEHBIITYIO 3alUIIICHHOCTb.

Jlajleko HE BCE MPOW3BOJMUTEIN BBINTYCKAIOT OOHOBJICHHS, 3aKPBHIBAIOIINEC KPUTHUSCKUC
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJI1 0€30IACHOCTH MOOUJILHOTO TeJ'Ie(bOHa:

1. Hwuuero He siBnsieTcs mo-HacToseMy OecraTHBIM. byab ocTopoXkeH, Bellb Korjaa tebe
npeiaratloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpPBIThl KaKHe-TO IJIaTHbIE
yCIIyTH;

2. Nymaii, mpexnae yeMm otnpaButb SMS, ¢oTto mwmm Buzmeo. Tel TOYHO 3HAENIb, TAC OHH

OyAyT B KOHEYHOM UTOTE?

Heo0xonrnMo 0OHOBIIATE ONEpallMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI /1151 MOOUJIBHBIX TEJIE()OHOB;

5. He 3arpyxail npuioxeHusi OT HEU3BECTHOI'O HMCTOYHUKA, BEb OHU MOIYT COJEpPKaTh
BPEIOHOCHOE MTPOrpaMMHOE 00ecIIeUeHue;

6. Ilocime Toro kak THI BBIMJEIIb C caiiTa, Iie BBOAWI JMUHYIO HH(pOpMAIuio, 3aiiin B

HACTPOWKHU Opay3epa U ynaiau cookies;

[Teproanuecku MpoBepsi Kakue MIaTHbIE YCIYI'M aKTUBUPOBAaHbl HA TBOEM HOMEDE;

8. asaii cBOMf HOMEp MOOMIIBHOTO Telle()OHA TOJIBKO JIFOISM, KOTOPBIX THI 3HACIIH U KOMY
JIOBEpsICIIb;

9. Bluetooth momkeH OBITH BBIKITIOUEH, KOTIa THI UM HE MOJb3yenibesi. He 3a0bIBaii mHOT 1A
IIPOBEPSATH 3TO.

How

~

Online urpsi

CoBpeMeHHbIE OHJIANH-UI'PBI - 3TO KPACOYHbIE, 3aXBaTHIBAIOLINE Pa3BICUCHUs, O0BEINHSIONINE
COTHH THICSY YeJIOBEK MO BceMy MHpY. Urpoku ucciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JPYTOM, BBIMOJHSIOT 3aJlaHusl, CPAXKAIOTCA ¢ MOHCTPAMHU U IOJIYYalOT OIBIT. 3a yJIOBOJIbCTBUE
OHH TUIATAT: MOKYMAIOT IUCK, OIUIAYMBAIOT A0OHEMEHT HJIM MPUOOPETAIOT KAKHE-TO OIIIUU.



Bce atu cpeactBa uayT Ha mojjep)KaHUEe W pa3BUTHE UIPHI, a TaKKe Ha caMy O€30MacHOCTb:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPHU3allMH, BHIMYCKAIOTCS HOBBIE MaTud (IU(POBBIE 3aIJIaTKU
JUTSL IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTouT oIacaTbCsa HE CTOJIBKO CBOUX COICPHHUKOB, CKOJBKO Kpa>XHU TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUun OOIBIIMHCTBA urp.

OcHOBHbBIE COBETHI 10 0€30IaACHOCTH TBOEro HI'POBOI0 aKKayHTAa:

1. Ecnu npyroit urpok BefeT ceds II0X0 WIK cO3JaeT Tede HEMPUATHOCTHU, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxamyiics aIMUHUCTPATOpaM UTPHI HA IJIOXO€ MOBEACHHUE ITOTO UIPOKA, KEJIATeIbHO

IPUIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yka3piBaii mnunyro uHOpMAaIKIo B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBail HeodunanbHbIE MaTYU U MOJIBL;

Hcrionb3yil CII0KHBIE U Pa3HbIE IAPOJIH;

Jaxe BO BpeMsi MIpbl HE CTOMT OTKJIIOYAaThb aHTUBUpPYC. lloka Thl urpaemb, TBOU

KOMIIBIOTEP MOT'YT 3apa3uTh.

No ok w

@OUIIUHT WIN Kpaxka JUIHbIX JAHHbIX

OOBIYHOM Kpaxceﬁ ACHCI U JOKYMCHTOB CCroAHs Y>KXC€ HHUKOI'O HC YAWBUIIL, HO C PA3BUTHCM
I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYMBIIIJICHHUKH TICPEMCCTHIIMCh B HUHTCPHET, W MMPOAOJDKAIOT
3aHUMAThCS «JTFOOMMBIM)» JCIJIOM.

Tak mosBMIAacCh HOBas yrpo3a: MHTEPHET-MOIICHHWYECTBA WM (GUINMHT, TJaBHAs Ieb
KOTOpPOTO COCTOHUT B IMOJYYCHHH KOH(DHICHIIMAIBHBIX JAHHBIX TOJB30BaTEICH — JIOTHHOB U
naposeil. Ha anrnuiickom s3eike phishing unraercs xak ¢ummsar (ot fishing — pbiGHas nois,
password — mapoJib).

OcHoBHbIE coBeThI 10 00pble ¢ GUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelib, UTO TBOSI aHKeTa OblLIa B3JOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOXHO CKOpEE;

2. Hcnonp3yii Oe3onacHble BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB W MOWCKOBBIX
CHCTEM;

3. Hcnonw3yii ciokHbIE W pa3Hble maposnd. TakuMm o0Opa3oMm, eciau TeOs B3JIOMAIOT, TO
37I0YMBIIIJICHHUKH TOIy4YaT JOCTYH TOJIbKO K OAHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3IOManu, TO HEOOXOIUMO IMpPerylNpeluTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

n00aBIIeHBI y TEOSI B IPY3bsIX, O TOM, YTO T€OsI B3JIOMAIU M, BO3MOXKHO, OT TBOETO HMEHHU

OyzeT pacchuIaThCs CllaM U CChUIKU Ha (DUIIIMHTOBBIE CAMTHI,

VYcranosu HanexHbi mapois (PIN) Ha MOOHIIBHBIN TenedoH;

OTKITI0YM COXpaHEeHUe MapoJst B Opaysepe;

7. He oTkpbiBaii Gailyiel 1 APYyTHe BIOKEHUS B IMIHUCbMaX Ja)Ke €CIIM OHH TPHUILTH OT TBOUX
npys3eil. Jlydie yTo4HH y HUX, OTIPABIISUIN JI OHU TeOe 9TH (paitibl.

o o

Hudposas penyranus

HudpoBas penyraums - 3TO HeraTuBHas WJIM TO3UTHBHAas HHpopMmaius B ceTu o Tele.
Komnpomerupyromas uHGpOpManus pa3MelleHHass B MHTEPHETE MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «LludpoBas pemyranus» - 3T0 TBOM UMHIK, KOTOPBIH
bopmupyetcs u3 uHbopMauu o Tede B UHTEPHETE.



TBoe MecTO KHUTEIhCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa
pacckasbl 0 OJM3KUX - BCE 9TO HAKATTUBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYOJUKAlMK JUYHOW WH(pOpMAIMU B
WNHTrepHeTe, HE TOHMMAsE BO3MOXKHBIX MOCAEACTBUU. ThI 1ake HE CMOXKEIIb J0raJaTbCsi O TOM,
yT0 (hoTorpadusi, pa3merieHHas 5 JeT Ha3aj, cTajla IPUYUHON 0TKa3a MPUHATH Te0s Ha paldoTy.

KommenTapuu, pazMenienre TBoux Gororpaduii u apyrue AeCTBHs MOTYT HE UCUYE3HYTh JaxKe
MOCJIE TOTO, KaK Thl X YAAJIWIIb. Thl HE 3HACHIL, KTO COXPAHMI ATy HH(POPMAIUIO, TIoTana 1
OHAa B TOMCKOBBIE CHCTEMBbl M COXpaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAlT O Tebe
OKpYKAroIIee JIF0JIM, KOTOPhIe HAWAYyT U YBUAAT 3T0. HallTu WHQpOpPMAIMIO MHOTO JIET CIyCTS
CMOJET JII000H - Kak M3 J0OphIX MOOYKICHHH, TaK U C HaMEPEHHEM MPUYUHUTH Bpea. DTO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3a1MTe UM(PPOBOH penmyTAIUM:

1. Tlomymaii, mpexje 4YeM 4TO-TO IyOJMKOBAaTh M IeperaBarh y ceOs B Oyiore Wid B
COLIMAJIHOW CETH;
2. B macrtpoiikax mpo¢wuis yCTaHOBH OrpaHHYEHHsI HA MPOCMOTP TBOETO MPOQHIS U €ro
COJICPKUMOT 0, CACIAl ero TOJIBKO «UIs APY3Ci»;
3. He pasmemiaii u He yka3piBail HH()OPMAIIHIO, KOTOPAsi MOKET KOTO-THO0 OCKOPOIISATEH WK
00MKaTh.
ABTOpCKOE NpaBo
CoBpeMeHHBIE WIKOJIBHUKH- AaKTUBHBIC IIOJIb30BATEIN IH(PPOBOro mpocTpaHcTBa. OmHAKO
JIAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMHU BO3MOXHOCTSIMH U(GPOBOro Mupa Tpedyer
COOJTIO/ICHHSI TTPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.
TepMUH  «MHTEIUICKTyallbHasi COOCTBEHHOCTBHY» OTHOCHUTCS K  Pa3IUYHBIM  TBOPEHHSIM
YeJI0BEYECKOr0 yMa, HAYWHAs ¢ HOBBIX M300pETeHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYTM , W 3aKaHUWMBas KHUramu, (oTtorpadusimMu, KUHOPQWIBMaMH U
MY3BIKQJTbHBIMH TTPOU3BEACHUSIMHU.
ABTOpPCKHeE NpaBa - 3TO MPaBa HAa UHTEJJIEKTYalIbHYI0 COOCTBEHHOCTh Ha NMPOU3BE/ICHHS HAyKH,
JUTEpaTypel M HMCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B KAauyeCTBE TapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPy/a, MOJYyYHTh W3BECTHOCTh M MPHU3HAHUE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, ITyCKaTb B MPOKAT, MyOINIHO
UCTIOJTHAT, IIOKA3bIBATH/UCTIONHATE B dHpe WIH pa3memaTs B IHTepHeTe.

Hcnons3oBanue «IHUPATCKOTO» MPOTrpaMMHOIO oOecrieyeHusT MOXKET MNpUBCCTH K MHOI'UM
PpUCKaM: OT MNOTCpHU JAaHHBIX K TBOMM aKKayHTaM 0O 6J'[OKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rjac
y'CTaHOBJ'ICHHHﬁ HC JICraJIbHAsA IIporpamMma. He crout Ttakxe 3a6BIBaTL, 4TO CYHICCTBYCT
JerajabHbIC U OCCIIJIaTHBIC IporpamMmabl, KOTOPBIC MOKHO HalTH B CETH.

O nopraJjie

CCTCBH‘IOK.[QQQ - TBOU T'JIaBHBIM COBETYHK B CETH. 3,Z[CCB Thl MOXKCIIb Y3HATH O 0C30ITacCHOCTH B
CCTU TIOHATHBIM MW JOCTYIHBIM SA3BIKOM, a IIPpU BO3HUKHOBCHHU KpI/ITH‘{eCKOfI CUTyaluu
06paTI/ITBC$I 3a COBETOM. A Takxke NPUHATH Yy4aCTUC B KOHKYpCaxX U CTaTb CaMbIM I_II/I(I)pOBBIM
TpaX1aHUHOM.
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